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A recent survey from Forrester reveals that nearly 30% of com-
panies worldwide believe they are GDPR compliant — but even 
though they claim to have implemented all the necessary controls, 
they don’t perform some of the activities that are critical for GDPR 
compliance. 

This issue of Cyber Chief Magazine delivers a ready-to-use GDPR 
kit packed full of how-to’s and practical tips that companies need 
to implement so they don’t end up on the wrong side of an audit. 
You’ll get the actionable insights you need today, without unnec-
essary compliance theory. 

The Cyber Chief team
cyber.chief@netwrix.com
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Last year has been tough for organizations that 

have to pass compliance audits, and 2018 is not 

looking any better. The regulatory landscape 

is changing. In the wake of the Equifax breach, 

the New York Cybersecurity Rules, which be-

came effective in March 2017 and were already 

the strongest in the U.S., are being extended to 

all credit reporting agencies that do business 

with New York’s regulated financial organiza-

tions. NIST Special Publication 800-171 came 

into force December 31, 2017, and regulates 

the protection of controlled unclassified infor-

mation (CUI) in non-federal information systems 

and organizations. And perhaps most far-reach-

ing change came into force on May 25, 2018 

—the EU’s General Data Protection Regulation 

(GDPR), which applies to every organization 

that processes personal data of EU residents, 

no matter where it is based.

Many organizations are still not prepared for all 

these regulations . In fact, it can be hard to even 

know where to start.

Here are 

that will help you comply with new laws and reg-

ulations protecting information confidentiality in 

2018 — and be prepared to quickly comply with 

the others that will undoubtedly follow in the 

years to come.

1. Assess your current cybersecurity status, 

and get the right help.

2. Make cybersecurity a priority at the high-

est level.

Companies from highly regulated verticals are 

more likely to already have the awareness and 

processes necessary to adapt to new regula-

tions; other organizations still need to expand 

the visibility of cybersecurity on the C-level. 

Because not all companies have cybersecurity 

professionals on staff or can afford to hire them, 

demand is increasing for tools that automate 

the required technical controls, and for security 

consulting and services to implement and man-

age those tools and processes.

Many businesses have shrugged off data 

breaches over the last few years, offering credit 

fraud protection to impacted customers but no 

real executive accountability. But the fact that 

Equifax’s CEO, CIO and CISO simply retired af-

ter the recent huge data breach is raising many 

eyebrows. U.S. regulators are trying to establish 

responsibility on the C-level so that data breach-

es cannot be simply covered by insurance and 

written off. In the EU, the GDPR is already crystal 

clear: Executives are accountable for ensuring 

that data is safe. Therefore, the board of every 

enterprise should not only initiate improvements 

to security programs, but also ensure the flow of 

stable funding to those programs. Ultimately, no 
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Follow simple cybersecurity hygiene best 

practices. Think about simple things like net-

work segmentation (Target) and patch man-

agement (Equifax).

Notify the impacted clients and authorities 

in a timely manner. It took about 40 days 

for Equifax to disclose the data breach af-

ter they had become aware of it. Compare 

this to the 30-day disclosure requirement 

proposed by the previous administration, or 

to the 72-hour requirement in GDPR and the 

NY Cybersecurity Rule.

Organizations need to establish a reliable risk 

assessment and mitigation process that will 

help them identify and prioritize the risks threat-

ening their data security, so they can improve 

processes and policies to minimize those risks. 

And they need to understand that risk assess-

ment is not a one-time event. Because both 

IT environments and the threat landscape are 

constantly changing, risk review and mitigation 

must be repeated on a regular basis, such as 

annually or quarterly.

Once you’ve implemented these core strate-

gies, no new data protection compliance reg-

ulation will be able to ruin your day. With an 

established and regularly maintained risk man-

agement strategy, you will be able to quick-

ly adapt to the changing regulatory and cy-

ber-threat landscapes and harden the security 

of your critical information.

Although risk assessment should be a regular 

process on the executive level, designated se-

curity personnel must always stay aware of the 

changing security landscape — an outbreak of 

a new malware variant or the discovery of a ze-

ro-day vulnerability cannot wait until the next 

board meeting. Establish a process for assess-

ing and responding to new threats as the orga-

nization becomes aware of them.

3. Establish a risk assessment and mitiga-

tion process, and use it continuously.

4. Stay alert to urgent issues that arise be-

tween your regular risk assessments.

5. Adopt a secure framework for information 

protection.

Choose one of the available cybersecurity frame-

works, and have your executives, security experts 

and IT professionals work together to adapt it to 

your unique environment, processes and culture. 

Remember, you can’t eliminate the possibility of a 

breach. But a breach itself is not what causes the 

most outrage from consumers and government 

officials; it’s how it is handled. There are two things 

that organizations repeatedly fail to do:

one person can fix the problem of weak data 

security; it requires a business-driven approach 

led by senior leadership.

IT Security Expert 

Jeff Melnick

GDPR 
Confusion: 
7 Common 
Myths Busted
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To obtain customer consent for personal data 

collection and processing, most companies put 

a special tick-box on their website or send out 

emails that explain how to opt out written in tiny 

font at the end.

However, the GDPR changes the essence of 

consent, and these approaches will not suffice 

anymore. Consent is no longer general; you 

must clearly explain all the ways you will use 

an individual’s data. For example, if you plan to 

carry out six different actions with the subject’s 

data, make sure you explain why you need to do 

so and ensure the subject has agreed to each of 

them. In particular, if you want to provide people 

with product and marketing updates via direct 

mail and customized online advertising, make 

sure you have gotten their consent for both 

methods.

Furthermore, you must make sure your 

organization processes each subject’s data 

Myth 1 Myth 2

Myth 3

The scope of work 
looks impossible

Sending out emails 
requesting consent 
from customers                
is enough

The GDPR is all 
about consent

The scope of work may seem daunting. The trick 

is to split the challenge into smaller tasks. Here 

are some of the most important steps to take:

1. Determine what sensitive data you hold and 

which processes touch it. To start, the IT team 

should collaborate with the heads of other de-

partments to identify data owners and find what 

types of personal data they deal with.

2. Decide which data is the most critical. Ideally, 

you want to cover all risks, but in practice, you 

have to set priorities and protect your most im-

portant or sensitive data first. Since data owners 

Roughly speaking, consent comprises 90% of the 

GDPR, but you shouldn’t invest all your time on 

meeting the consent requirements.

The foundation of the GDPR is data protection 

by design and by default. Therefore, to comply 

with the law, your organization needs to attend 

to security basics. First, identify the most import-

ant risks and make plans to mitigate them. Sec-

ond, aim your technical and organizational efforts 

at minimizing the processing of personal data — 

make sure that you collect only as much data as 

necessary, process it only to the extent that is nec-

essary, and store it only as long as necessary. For 

example, if you use a social platform, ensure it en-

ables users to set their own profile settings in the 

most privacy-friendly way, to collect the minimum 

information you need.

If you don’t know how to start, check out these two 

other compliance standards that provide extensive 

guidance: ISO 27001 explains how to secure per-

sonal data from the technical and organizational 

perspectives, and BS 10012 provides guidance on 

establishing personal data protection in a manner 

that is closest to GDPR requirements.

The day before the deadline for GDPR compli-

ance, I received emails from 8 different compa-

nies asking for my consent for them to collect 

data about me. But I can’t even remember how 

I got on these vendors’ mailing lists, and I ha-

ven’t received any other communication from 

them lately. Obviously, they gathered my per-

sonal information for no purpose some time 

ago, realized at the last moment that they now 

fall under GDPR compliance and decided to do 

“something.”

The irony is, according to the CEO of one per-

sonal data governance company, sending these 

“opt-in” emails is itself a breach of data protec-

tion rules. Moreover, it’s the most serious type 

of GDPR violation, punishable by the maximum 

fine.

Lots of companies are taking rash actions like 

sending these emails in part because of all the 

“last minute GDPR compliance” headlines that 

are flooding the internet with myths about the 

GDPR and causing panic. My advice is to step 

back and get an overview all your compliance 

activities, and check whether any of these GDPR 

myths are preventing your company from truly 

getting GDPR-ready.

exactly how you said you would. This can have 

a significant impact on your business processes, 

since you will have to change the ways you 

deal with data. These changes will affect all 

employees who collect and store sensitive data 

about your customers, such as your marketing, 

sales, HR, support and legal departments.to-

noise ratio, handle alerts more efficiently by 

prioritizing them, and expedite response to 

security threats.

https://www.iso.org/isoiec-27001-information-security.html
https://www.bsigroup.com/en-GB/BS-10012-Personal-information-management/
https://www.bsigroup.com/en-GB/BS-10012-Personal-information-management/
https://www.bsigroup.com/en-GB/BS-10012-Personal-information-management/
https://www.bsigroup.com/en-GB/BS-10012-Personal-information-management/
https://minutehack.com/opinions/gdpr-compliance-emails-that-breach-gdpr
https://minutehack.com/opinions/gdpr-compliance-emails-that-breach-gdpr
https://minutehack.com/opinions/gdpr-compliance-emails-that-breach-gdpr
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know their data best, work with them individu-

ally to organize data into categories from the 

most sensitive to the least sensitive.

3. Delete excessive data. It is essential to collect 

and retain only the minimum information you 

need for your business processes. For example, 

if some individuals have moved to another city 

and are therefore unlikely to be your customers 

anymore, delete all information about them. Do-

ing so reduces risks and frees up storage.

4. Make sure that all regulated data is stored in a se-

cure location according to its value and sensitivity.

5. Update access rights to make sure that protect-

ed information is available only to authorized per-

sonnel and only on a need-to-know basis.

6. Update your security policies according to the 

changes you have made. These policies are the 

evidence that your company has a secure plan to 

process the personal data of customers.

Myth 4 Myth 5 Myth 6

GDPR is destructive 
for marketing 
strategy

GDPR-related costs 
will ruin my business

The GDPR imposes 
enormous fines for 
every mistake

Most companies have been working with the mar-

keting funnel model for ages, trying to broaden 

their reach as much as possible to increase sales. 

Now they are afraid they might lose their customer 

database because individuals might require them 

to erase all their personal information.

However, the people who want you to erase 

their data are hardly your loyal customers, so 

why should you spend time and money storing 

and processing their data? These people do not 

even want to hear from you! Today, it is more 

effective to target your marketing efforts at the 

specific needs of a clearly defined audience 

that has an interest in your brand. The 80/20 

rule, which states that 80% of effects come from 

20% of causes, applies here:  The largest part 

of your revenue always comes from your loyal 

clients and highly relevant leads.

Think of it this way: The GDPR is the perfect op-

portunity to strengthen your marketing strategy 

by building a lean database of highly relevant 

leads and customers.

Many organizations are alarmed by the large 

figures for GDPR compliance presented in the 

media. For example, one survey predicts that 

companies will have to spend nearly $1 million 

on technology alone to achieve GDPR compli-

ance. They’ll face other expenses, too; for ex-

ample hiring data protection officers could cost 

a lot due to the combination of a shortage of 

talent on the market and high demand.

Fortunately, many vendors offer software that 

can help you comply with the GDPR for a lot 

less money. I recommend that you invest in 

software rather than hire qualified security pro-

fessionals, as it will pay off quickly. But do not 

purchase any solutions until you assess your 

IT risks. Determine which compliance require-

ments you can meet with your current tools 

and processes, and which ones require further 

investments. Evaluate your risks and put the 

largest part of your budget toward the most 

crucial ones.

GDPR fines are indeed huge: 2% to 4% of the 

company’s annual global revenue, or €10–20 

million. But there’s no need to panic.

Consider this: Under the current data protec-

tion laws, the Information Commissioner’s Of-

fice can fine companies up to 500,000 pounds 

— but they have never levied this maximum 

fine. There is no reason to think that they will 

change their approach with the GDPR.

Regulatory authorities take into account wheth-

er you have a credible compliance plan and 

cooperate with them. Therefore, make sure 

you can prove that you have effective securi-

ty policies and procedures. Demonstrate how 

you have followed the compliance plan, what 

you have done and what is ahead. If you do, 

the authorities are not likely to slap you with a 

huge fine if you experience a security incident 

or fail part of an audit.
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Instead of thinking of the GDPR as a burden 

your organization has to bear, consider it an op-

portunity to bring your information security up 

to a completely new level. My message is this:  

Stop following the news about specific GDPR 

requirements. Instead, think about how you 

can make your company more secure and build 

trust with your customers by treating their data 

with respect. If you do, you won’t have to be 

afraid of the GDPR — or any of the other stan-

dards that follow in the future.make sure that 

access rights are updated in time and mitigate 

risks of data overexposure.  

Myth 7

Auditors aim to 
punish businesses
Most SMBs in the EU have never worked with 

auditors before, since the regulatory standards 

for personal data have never been mandatory. 

So they feel uneasy about their new obligation 

to report to strangers about their cybersecurity 

issues.

To reduce this stress, know what auditors are 

looking for and prepare. They want to see that 

you can explain the goals of your security strat-

egy and know your risks. Show them evidence 

that you can control the activity of your privi-

leged users. Make sure you can answer their 

questions in a timely manner and help them to 

do their job. Be ready to work on any security 

gaps they point out or you’ve discovered on 

your own.

It makes no sense to be afraid of auditors; rath-

er, you should cooperate with them, because 

both of you have the same goal. If you coop-

erate, you will pass compliance audits more 

easily. You’ll also get some additional benefits. 

First, you will get a new perspective on the se-

curity problems in your organization, because 

auditors have a broader view and can give you 

valuable recommendations. Second, you will 

improve your skills in managing your compli-

ance processes.

Cybersecurity consultant

GDPR Sticks 
and Carrots: 
5 Reasons 
Why It Won’t 
Kill You
Steve  Hayes
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Most media coverage of the GDPR focuses on 

the multimillion-dollar fines businesses can face 

if they fail to properly protect regulated data. 

Vendors and suppliers play the same fear card 

to boost sales of their products and services.

While the price of non-compliance can indeed 

be steep, concentrating exclusively on the puni-

tive side of the GDPR neglects the very real ben-

efits of compliance. Taking steps to comply with 

the GDPR can also help you make your business 

more efficient, secure and competitive, driving 

new business opportunities. Let’s take a look at 

some of the GDPR carrots that are ignored in all 

the fear-mongering about its sticks.

First, you will be able to prune out ROT — redun-

dant, obsolete and trivial files that have no busi-

ness value. Getting rid of this data will slash stor-

age and processing costs. And if any of this ROT 

is sensitive data, such as former customers’ per-

sonal information, you’ll also reduce risk; why con-

tinue to take responsibility for data that no longer 

has value to you?

Second, you’ll be better positioned to reorganize 

your data storage and index the data to make it 

easily searchable. This will help you comply with 

the GDPR’s “right to be forgotten” by enabling you 

to find and delete all the personal data for a giv-

en individual. And it will make your staff more pro-

ductive and efficient in their everyday tasks, since 

they’ll be able to quickly find the data they need.

The GDPR requires organizations get a sub-

ject’s consent to process their personal data. 

By implementing an opt-in policy to comply with 

this requirement, and purging ROT like lost or 

unengaged leads, you will transform your bloat-

ed database into a lean, fine-tuned source of 

highly relevant leads and customers who genu-

inely want to hear from you.

With this information at hand, you will be able to 

tailor your message to the specific needs and 

habits of a clearly defined audience that has 

high interest in your brand. This granular market-

ing approach will result in higher click-through 

and conversion rates and more social sharing, 

and increase your marketing ROI because your 

budgets and efforts will be spent wisely.

To comply with the GDPR, you need to know 

precisely what regulated information you have. 

But having a clear understanding of what sensi-

tive data you store is valuable for more than just 

compliance — it will also help you refine your 

data collection policies, optimize your storage 

and improve your data management processes.

Let’s take a look at some of the GDPR carrots 

that are ignored in all the fear-mongering 

about its sticks

Having a clear understanding of what sensitive 

data you store is valuable for more than just 

compliance

You will transform your bloated database into 

a lean, fine-tuned source of highly relevant 

leads and customers who genuinely want to 

hear from you

Benefit 1

Benefit 2

Benefit 3

Enhanced 
cybersecurity

Improved data 
management

Increased 
marketing ROI

The GDPR can prompt you to establish secu-

rity-conscious workflows, which will help you 

avoid costly data breaches and data loss. The 

legislation requires organizations to adopt ad-

ministrative and technical measures to protect 

the personal data of EU citizens in particular 

— but it’s nearly impossible to ensure the in-

tegrity and security of only that data and leave 

the rest of your IT environment out of scope. 

In fact, the regulation encourages you to re-

evaluate and improve your overall cybersecu-

rity strategy. By establishing control over the 

entire IT infrastructure, building healthier data 

protection workflows and streamlining secu-

rity monitoring, you can reduce your attack 

surface, better understand what is going on 

across your network, and detect and respond 

to cyber attacks faster and more efficiently.
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GDPR compliance can support your aspiration 

to build more trusting relationships with both 

customers and the public at large. When gath-

ering consent to use a subject’s data, you will 

have to explain clearly and concisely how you 

will be using that data. Since consumers are be-

coming more concerned about how their data 

is handled, the transparency and responsibility 

you demonstrate will encourage trust in your 

brand. In other words, achieving GDPR compli-

ance enables you to demonstrate that you care 

about the privacy of your customers and stand 

head and shoulders above your competitors.

Benefit 4 Benefit 5

More loyalty 
and trust

Leadership in 
establishing a new 
business culture
Many organizations today gain market share by 

being animal-friendly, eco-friendly or LGBT-friend-

ly. Why not become privacy-friendly?

The GDPR is a promising first step towards a new 

business culture of respecting and securing the 

sensitive data of customers. This mindset could 

well become the norm, just as separating food 

waste from plastic or recycling old bulbs have 

become standard practices. By adhering to the 

GDPR, you will be a leader in cultivating the val-

ues of data security in your employees and nur-

turing social responsibility in business.

While there’s no denying that complying with 

the GDPR is hard work, it’s time to look forward 

to the benefits compliance will bring. Enhanc-

ing the security and privacy of sensitive data 

will help you avoid data breaches, improve em-

ployee productivity, run more effective market-

ing campaigns, build trust with customers and 

stand out from your competition. The GDPR is 

your opportunity to excel.

IT Security Expert 

Jeff Melnick

How to Get Your 
Organization 
GDPR-Ready: 
6 Practical Tips 
that Work
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To help you get ready for the GDPR and avoid 

panic when auditors knock at your door, we 

reached out to several companies and asked 

the following question: What steps has your 

organization taken to comply with the GDPR 

and what advice you can give to those who 

are just starting? We received many helpful 

and even surprising replies, and we’re eager 

to share the top six responses.

Jose Romero, Senior Digital Strategist

Overit, a full-service digital marketing agency 

(Albany, New York, U.S.)

GDPR has some major implications for our com-

pany as well as our clients, many of which have 

international businesses that rely on frequent 

communication with prospects, customers and 

other key stakeholders in the EU. Consent is 

important, so we have begun speaking to our 

clients and educating them on how to obtain ap-

propriate consent from users they keep records 

on or plan to contact in the near future.

Internally, our team has begun gearing up by 

combing through our contact lists to purge any 

records of individuals we no longer maintain re-

lationships with and update records for those 

that have moved on to new positions and are still 

interested in hearing from us. This includes but 

is not limited to cold leads, lost leads, bounced 

contacts, unengaged addresses and media lists.

We have also started the process of reworking 

our privacy policy on our website and revisiting 

how we collect addresses, and are continuing 

to work towards improving our overall commu-

nications with stakeholders for both domestic 

and international contacts.

This is not the first time we have had to beef 

up our international compliance practices. In the 

past, we have had to deal with CASL (Canadian 

Anti-Spam Law) and take precautions there, and 

I am sure this will not be the last time. As a gen-

eral rule of thumb, legislation changes abroad 

tend to set the tone for the industry, so our in-

tention is not just to abide by CASL or GDPR, 

but to ensure our brand is responsibly and pro-

actively scanning for potential changes in mar-

keting and privacy legislation internationally.

Karolina Rut, Communication Specialist

Sparkbit, a company offering software devel-

opment outsourcing and IT consulting services 

(Warsaw, Poland)

The GDRP coming into force brings huge 

changes for SMEs like ours. In the first place, 

we consulted a lawyer specializing in person-

al data protection in order to understand bet-

ter what the GDPR act involves and how our 

company should proceed to comply. After, we 

started analyzing what data we have, who has 

access to it, how it is protected, and what the 

potential risks of data compromise are.

We prepared a very detailed list of each doc-

ument containing sensitive data and specified 

how it is stored (printed copy, on a comput-

er disc, in the cloud, etc.). Now our focus is to 

create rules for handling each type of sensi-

tive data, such as who can access what kind 

of data, where it should be stored and for how 

long, which documents have to be printed and 

locked, which documents can have a digital ver-

sion, etc. We are also preparing specific confi-

dentiality agreement for our employees.

Right now, we feel kind of ready for the GDPR 

coming into force. The last thing left is to create 

a list of potential risks to our organization and 

data, along with their impact and control recom-

mendations, so we can avoid them.

Ruth Carter, Owner/Attorney  

Carter Law Firm, the umbrella company for the 

professional speaking and writing activities of 

Ruth Carter, a licensed attorney in Arizona and an 

authority on intellectual property, business con-

tracts and internet law (Phoenix, Arizona, U.S.)

I am an internet attorney who advises clients on 

GDPR compliance, and I am getting ready for the 

GDPR for my own company. In addition to updat-

ing the company’s privacy policy, I added double 

opt-in to our email list and I am asking my current 

email list to re-opt-in. Anyone who does not opt-

in that I do not know and cannot verify residency 

for will be removed from the email list.

These are my main pieces of advice for compa-

nies working on compliance: 

Hannah Whitehouse, 

Content Marketing Manager  

Bouncezap, creator of a lead-generation mar-

keting tool used by businesses to increase their 

conversion rate (London, U.K.)

As a SaaS provider that works with different busi-

nesses, we know that protecting our custom-

ers’ information is vital. We have recently been 

Either read the law carefully yourself, or con-

sult a lawyer or trusted provider.

Do not add anyone to the email list without 

his or her explicit consent.

Be transparent about what data you collect 

and how it is used.

Use double opt-in consent for your email list.

Only collect data that you need.

Only allow employees and contractors to ac-

cess it on a need-to-know basis.

Err on the side of caution; the fine for violat-

ing this law is millions of dollars.

http://overit.com/
https://www.sparkbit.pl/
http://carterlawaz.com/
https://www.bouncezap.com/
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focused on rewriting our privacy policy so that 

our users, and particularly our clients, know how 

their information is used and that their data is 

safe. We run a lead-generation tool that pro-

vides analytics on our users’ campaigns; there-

fore, GDPR is even more important to us: Our 

users will know their information is secure and 

will not be used in our promotional materials 

without their express permission.

Over the next two months, we will be reaching 

out personally to users to inform them of our 

policy, in addition to clearly displaying new data 

policy on the website, so that we are protected 

regardless of which page visitors land on.

I would advise companies worried about GDPR 

compliance to start now. Ask yourself, do you 

have a privacy policy? Is it prominent on your 

site? Is it vague? It’s important to remember that 

your privacy policy and terms of use are just as 

much to protect you as to protect your users. 

Finally, use the plethora of GDPR-related sourc-

es online to make sure there is nothing you are 

missing. The last thing your business needs is 

to be rushing around right before the deadline 

still unprotected.

Ian McClarty, President PhoenixNAP, a global 

IT services provider offering progressive infra-

structure-as-a-service solutions from locations 

worldwide (Phoenix, Arizona, U.S.)  

If there is any single piece of advice I could give 

to those who will be affected, it is “Don’t panic.” 

We saw the regulation as a looming threat we 

would have to scramble to implement. Howev-

er, the GDPR is intended to protect the personal 

data of EU citizens, which is a worthy endeavor. 

Organizations that show that they are putting 

forth their best efforts to put personal data pro-

tection measures in place do not have to worry 

about the regulations affecting their day-to-day 

operations or revenue.

Many requirements are far from clear, and orga-

nizations have to use their best judgment when 

deciding on an implementation plan. Therefore, 

to do your best to comply with the GDPR, and 

do not be overconfident in your readiness for it.

Any organization looking to be prepared must 

take the minimum following steps:

Step 1 

Err on the side of caution; the fine for violating 

this law is millions of dollars.

Step 2

Conduct a thorough data analysis. Look for all 

personal data stored in every system everywhere. 

This is not a small effort and may take months.

Step 3

Determine the basis for consent of all data. Once 

you know what data you have, figure out why you 

store it in the first place. This is not just an exercise 

to justify why you “want” to store data. Instead, 

Step 4

Decide on a retention policy. You need to deter-

mine how long to retain the data, and what to do 

with it (delete it, archive it or anonymize it) once 

you no longer need it or can no longer legally 

keep it.this step ensures you have a legal, justifi-

able reason to keep that data.

Step 5 

Train staff. While training your entire team is ben-

eficial, initially, you will want to focus on front-line 

staff who field requests from customers. Next, 

train back-end staff who manage and maintain the 

systems and software where the personal data is 

stored, and technical staff tasked with designing, 

architecting and building new systems and soft-

ware that needs to follow the data policies. 

Sophie Miles, CEO and Co-founder

QuotesAdvisor.com, a company offering free 

comparison between personal loans, mortgage 

credits, pledge credits, credit cards, debit cards 

and car insurance (Torino, Italy)

We have decided not to ask our users for per-

sonal information. Although this choice means 

losing ground with respect to marketing tools, 

such as customer loyalty and CRM, we made 

some calculations and concluded that it would 

take 26% more funding to change our data stor-

age units and the website to align them with 

GDPR requirements, rather than just update our 

website and no longer collect personal data.

Specifically, we decided to remove the entry 

forms for basic identity information such as 

name, address and ID numbers. Therefore, we 

can focus our efforts on the database of our 

clients, which is much smaller and vital for our 

business.

Our recommendation for those who have just 

started is to focus on the most important data-

base. We used to have information about every-

thing, but we discovered that we used only a 

fraction of it.

There is no universal formula for achieving 

GDPR compliance. However, if you prepare by 

determining what data you have and what you 

actually need, and establishing proper policies, 

you can quit panicking — you will not just sur-

vive in the GDPR era, but actually benefit from it.

http://PhoenixNAP
https://www.quotesadvisor.com/
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Finally, use the plethora of GDPR-related sourc-

es online to make sure there is nothing you are 

missing. The last thing your business needs is 

to be rushing around right before the deadline 

still unprotected.

Ian McClarty, President PhoenixNAP, a global 

IT services provider offering progressive infra-

structure-as-a-service solutions from locations 

worldwide (Phoenix, Arizona, U.S.)  

If there is any single piece of advice I could give 

to those who will be affected, it is “Don’t panic.” 

We saw the regulation as a looming threat we 

would have to scramble to implement. Howev-

er, the GDPR is intended to protect the personal 

data of EU citizens, which is a worthy endeavor. 

Organizations that show that they are putting 

forth their best efforts to put personal data pro-

tection measures in place do not have to worry 

about the regulations affecting their day-to-day 

operations or revenue.

Many requirements are far from clear, and orga-

nizations have to use their best judgment when 

deciding on an implementation plan. Therefore, 

to do your best to comply with the GDPR, and 

do not be overconfident in your readiness for it.

Any organization looking to be prepared must 

take the minimum following steps:
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personal data stored in every system everywhere. 

This is not a small effort and may take months.
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Determine the basis for consent of all data. Once 

you know what data you have, figure out why you 

store it in the first place. This is not just an exercise 

to justify why you “want” to store data. Instead, 

Step 4

Decide on a retention policy. You need to deter-

mine how long to retain the data, and what to do 

with it (delete it, archive it or anonymize it) once 

you no longer need it or can no longer legally 

keep it.this step ensures you have a legal, justifi-

able reason to keep that data.

Step 5 

Train staff. While training your entire team is ben-

eficial, initially, you will want to focus on front-line 

staff who field requests from customers. Next, 

train back-end staff who manage and maintain the 

systems and software where the personal data is 

stored, and technical staff tasked with designing, 

architecting and building new systems and soft-

ware that needs to follow the data policies. 

Sophie Miles, CEO and Co-founder

QuotesAdvisor.com, a company offering free 

comparison between personal loans, mortgage 

credits, pledge credits, credit cards, debit cards 

and car insurance (Torino, Italy)

We have decided not to ask our users for per-

sonal information. Although this choice means 

losing ground with respect to marketing tools, 

such as customer loyalty and CRM, we made 

some calculations and concluded that it would 

take 26% more funding to change our data stor-

age units and the website to align them with 

GDPR requirements, rather than just update our 

website and no longer collect personal data.

Specifically, we decided to remove the entry 

forms for basic identity information such as 

name, address and ID numbers. Therefore, we 

can focus our efforts on the database of our 

clients, which is much smaller and vital for our 

business.

Our recommendation for those who have just 

started is to focus on the most important data-

base. We used to have information about every-

thing, but we discovered that we used only a 

fraction of it.

There is no universal formula for achieving 

GDPR compliance. However, if you prepare by 

determining what data you have and what you 

actually need, and establishing proper policies, 

you can quit panicking — you will not just sur-

vive in the GDPR era, but actually benefit from it.

http://PhoenixNAP
https://www.quotesadvisor.com/
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GDPR applies to every organization anywhere 

in the world that processes or stores data 

about EU citizens. But it can be hard for Small 

and medium-size organizations (SMBs) to 

know where to start. Compared to larger orga-

nizations, they often have less time and money 

to invest in getting it right, and are less likely 

to have compliance teams, data protection of-

ficers or legal experts to advise them what to 

do. Moreover, many SMBs are completely new 

to regulatory compliance and critical data se-

curity best practices, which makes them more 

at risk of cyber attack.

Fortunately, the same process can help your 

small business both comply with GDPR regu-

lations and reduce the risk of data breaches: 

risk assessment. In this post, we’ll explore how 

the GDPR defines risk assessment and provide 

you with step-by-step instructions for imple-

menting it.

Ever since the General Data Protection Regu-

lation (GDPR) was adopted in April 2016, there 

has been a barrage of scary articles and indus-

try papers about the penalties and reputation-

al damage that will ensue when the regulation 

comes into force in May 2018. But most of the 

articles simply recap the general provisions 

of the GDPR, instead of attempting to clarify 

them. Their only message seems to be that the 

GDPR “ bomb” will go off before you’re ready.

Small and medium-size organizations (SMBs) 

need to be ready when the new law comes 

into force in May 2018, because the GDPR cuts 

them no slack — it applies to every organiza-

tion anywhere in the world that processes or 

stores data about EU citizens. But it can be 

hard for SMBs to know where to start. Com-

pared to larger organizations, they often have 

less time and money to invest in getting it right, 

and are less likely to have compliance teams, 

data protection officers or legal experts to ad-

vise them what to do. Moreover, many SMBs 

are completely new to regulatory compliance 

and critical data security best practices, which 

makes them more at risk of cyber attack.

Fortunately, the same process can help your 

small business both comply with GDPR regu-

lations and reduce the risk of data breaches: 

risk assessment. In this post, we’ll explore how 

the GDPR defines risk assessment and provide 

you with step-by-step instructions for imple-

menting it.

The key to GDPR compliance is effective 

risk assessment

VP of Product Management at Netwrix

Ilia Sotnikov

How to Jump-
Start GDPR Risk 
Assessment



22 23

GDPR applies to every organization anywhere 

in the world that processes or stores data 

about EU citizens. But it can be hard for Small 

and medium-size organizations (SMBs) to 

know where to start. Compared to larger orga-

nizations, they often have less time and money 

to invest in getting it right, and are less likely 

to have compliance teams, data protection of-

ficers or legal experts to advise them what to 

do. Moreover, many SMBs are completely new 

to regulatory compliance and critical data se-

curity best practices, which makes them more 

at risk of cyber attack.

Fortunately, the same process can help your 

small business both comply with GDPR regu-

lations and reduce the risk of data breaches: 

risk assessment. In this post, we’ll explore how 

the GDPR defines risk assessment and provide 

you with step-by-step instructions for imple-

menting it.

Ever since the General Data Protection Regu-

lation (GDPR) was adopted in April 2016, there 

has been a barrage of scary articles and indus-

try papers about the penalties and reputation-

al damage that will ensue when the regulation 

comes into force in May 2018. But most of the 

articles simply recap the general provisions 

of the GDPR, instead of attempting to clarify 

them. Their only message seems to be that the 

GDPR “ bomb” will go off before you’re ready.

Small and medium-size organizations (SMBs) 

need to be ready when the new law comes 

into force in May 2018, because the GDPR cuts 

them no slack — it applies to every organiza-

tion anywhere in the world that processes or 

stores data about EU citizens. But it can be 

hard for SMBs to know where to start. Com-

pared to larger organizations, they often have 

less time and money to invest in getting it right, 

and are less likely to have compliance teams, 

data protection officers or legal experts to ad-

vise them what to do. Moreover, many SMBs 

are completely new to regulatory compliance 

and critical data security best practices, which 

makes them more at risk of cyber attack.

Fortunately, the same process can help your 

small business both comply with GDPR regu-

lations and reduce the risk of data breaches: 

risk assessment. In this post, we’ll explore how 

the GDPR defines risk assessment and provide 

you with step-by-step instructions for imple-

menting it.

The key to GDPR compliance is effective 

risk assessment

VP of Product Management at Netwrix

Ilia Sotnikov

How to Jump-
Start GDPR Risk 
Assessment



24 25

What is risk 
assessment 
according to 
the GDPR?

A Step-by-Step 
Guide for GDPR Risk 
Assessment

Several provisions in Chapter IV of the GDPR 

specifically refer to risk assessment and data 

protection impact assessment. However, 

what counts as a “risk” is never defined, nor 

is there any guidance for establishing a risk 

assessment process.

The reason for this vague wording is that the 

GDPR applies to any organization that handles 

personally identifiable information (PII) of 

EU citizens, regardless of size or industry. 

Nevertheless, the GDPR is no “ticking bomb” 

or legislative barrier. In fact, other data security 

standards actually have much more rigorous 

approaches. HIPAA, for example, requires 

your risk assessment measures to live up to 

an external auditor’s expectations, and audit 

failures can result in huge fines. In contrast, 

the GDPR grants freedom in adopting similar 

procedures — you just need to demonstrate 

that the risk-based approach you adopt is 

adequate to your organization type and is 

aligned with GDPR requirements.

Let’s go over the basic steps that small and 

medium size businesses can do to adopt a 

continuous risk assessment and mitigation 

process:

Risk assessment is something every 

organization needs to do, and it involves the 

following:

Risk assessment is simply a set of security best 

practices that will strengthen your defenses 

and keep your business out of trouble

Accurately assessing your unique risk profile

Taking appropriate measures to mitigate the 

security risks you identify

Repeating the risk assessment and mitiga-

tion process on a regular basis

1. Assemble the right team.

4.  Identify your unique risks.

5.  Determine your risk/benefit ratio.

2. Review other compliance standards 

and frameworks.

3. Know your data.

Make sure your team includes members from all 

areas in your company that have responsibility for 

managing or processing PII. Start by identifying 

the stakeholders — the people most likely to be 

affected by the GDPR. Usually this includes peo-

ple in charge of handling customer relationships 

and the heads of marketing, HR, IT and legal. Also 

appoint a Data Protection Officer, who will have 

overall responsibility for GDPR compliance.

Identify the risks specific to your organization 

and classify them by both severity and likeli-

hood using categories like high, moderate and 

low. Determine exactly what valuable assets 

could be harmed by each risk. Each organiza-

tion will have its own unique set of risks and 

possible consequences, but a risk matrix can be 

a valuable cheat sheet to help ensure you don’t 

miss anything.

While the GDPR does not provide guidance on 

how to evaluate and assign weight to various 

risks and harms, it states that the evaluation 

must take into account the balance between 

risk and benefit. Thus, the same risk can be 

scored differently by different organizations, de-

pending how likely it is to occur and how much 

benefit mitigation measures would provide. 

“The processing of personal data should be de-

signed to serve mankind,” the GDPR says, so, 

for example, if you need to store more personal 

data in order to benefit your customers, you can 

do so — just don’t forget to assess the necessity 

of processing that data and the risk it entails.

Since the GDPR does not lay out specific 

procedures and precise definitions, use other 

compliance standards and frameworks, such as 

PCI DSS or the NIST Cybersecurity Framework, 

to help you get started. They may sound 

different, but they all have the same primary 

goal as the GDPR — protecting sensitive data.

Classify and control the data you collect and 

store. You need to know which data is sensitive, 

where it resides and who has access to it before 

you can begin to assess risks, respond prompt-

ly to auditors’ requests, spot security incidents 

and ferret out their root cases, and fulfill GDPR 

requirements such as data portability. Adopting 

a single platform for data governance and poli-

cy management will help you avoid fragmented 

data storages, which pose a great risk to data 

integrity and therefore regulatory compliance.
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6.  Repeat the risk assessment process 

continuously.

GDPR requires risk assessment to be an on-

going process. You need to constantly moni-

tor new data, discover new risks, re-evaluate 

risk levels, take mitigation steps and update 

your action plan. To do so, you need visibility 

into your controls, processes and practices, so 

you can ensure they are aligned with the reg-

ulation’s requirements. For instance, you need 

to make sure you have insight into and control 

over access permissions, so you can minimize 

the risk that sensitive data will be accessed by 

unauthorized people.

With the proliferation of new information tech-

nologies and the growing sophistication of 

cyber risks, risk management is more critical 

than ever. To protect your sensitive data effi-

ciently and effectively, you need to know what 

risks pose the biggest threats to your organi-

zation and gain control over permissions and 

user activity. Continuous risk assessment will 

help you improve data security and achieve 

GDPR compliance.

 
Matt Middleton-Leal

General Manager EMEA at Netwrix

GDPR Rules of Data 
Breach Notification: 
How to Report 
Personal Data Loss 
and Avoid Fines?

IT Risk 
Assessment 
Checklist
Learn how to jump-start an A-class risk 

mitigation program

Free Download [.pdf]

www.netwrix.com

https://try.netwrix.com/risk-assessment-checklist-blog
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The nature of a data breach, the categories 

and approximate numbers of data subjects 

affected, and the data records concerned

The likely consequences of the personal 

data breach

The measures taken or proposed to address 

the breach

The name and contact details of data protec-

tion officer (DPO) or other point of contact

One of the key reasons that organizations are 

anxious about the GDPR compliance is its strict 

data breach notification requirement, specified 

in Articles 33–34: Organizations have only 72 

hours to report a breach to supervisory author-

ities.

But don’t panic. In this article, Netwrix answers 

the top 5 questions about this requirement to 

help you get proper processes in place. We’ll 

also review three recent high-profile data 

breaches and see how proper breach notifica-

tion was sorely lacking in each.

Article 83 specifies the penalties for violations 

of the GDPR. In particular, any violation of the 

data breach notification provisions (such a fail-

ure to report a data breach on time, provide a 

detailed description of a problem, or specify 

the measures that the organization will take) 

can cost the organization 10 million euros or 

2% of their global annual turnover for the pre-

ceding financial year, whichever is greater.

According to Article 4 of the GDPR, a personal 

data breach is a breach of security that leads 

to the accidental or unlawful destruction, 

loss, alteration, unauthorized disclosure or 

access to personal data stored, transmitted 

Affected data subjects must also be notified 

in an effective manner, such as through email 

Frequently asked 
questions about 
the GDPR’s data 
breach notification 
requirements
1. What counts as a “personal data breach”?

2. How quickly do I have to report 

a data breach?

According to Article 33, data controllers and 

data processors must report a data breach to 

the competent supervisory authority within 72 

hours of its discovery. In addition, if a personal 

data breach “is likely to result in a high risk 

to the rights and freedoms of individuals,” 

Just like many other compliance standards 

in the U.S. and EU, GDPR does not specify 

an exact format for data breach notifications. 

However, Article 33 requires notifications 

to supervisory authorities to include the 

following information:the rights and freedoms 

of individuals,” the 

3. What is the procedure for data breach 

notification?

4. How high are the fines for non-compliance?

or otherwise processed by the organization. 

This also includes incidents that result in 

personal data being only temporarily lost 

or unavailable. It’s critical to understand 

that this definition differs dramatically from 

other standards, such HIPAA, which limit 

the concept of data breach to unauthorized 

access and disclosure only.

Moreover, the GDPR protects a much broader 

set of data. According to Article 4, “personal 

data” means any information related to an 

identified or identifiable natural person (data 

subject), which includes not only names and 

personal identification numbers, but also 

location data, ethnic origin, political opinions, 

genetic and biometric data, and much more. In 

contrast, most U.S. compliance standards (e.g., 

PCI DSS and FISMA) protect only information 

that can be used to commit identity theft or 

fraud — typically, an individual’s name and a 

second piece of data like their Social Security 

number or payment card number.

the organization must notify those individuals 

“without undue delay.” This is a tough deadline 

to meet — other standards typically mandate 

30–45 days for breach notification. For 

example, HIPAA specifies 60 days and FISMA 

is stricter at 30 days, while standards like 

SOX and FERPA do not even specify a breach 

notification deadline.

or by posting the notice letter on the compa-

ny’s official website.

Apart from imposing administrative fines, 

competent supervisory authorities have the 

right to issue warnings and reprimands, force 

organizations to report breaches to data sub-

jects, and — in extreme cases — ban them 

from processing personal data (Article 58). 

However, there is a little chance that super-

visory authorities will impose the maximum 

penalty for every security incident. As long as 

an organization cooperates with the investi-

gation and demonstrates that it is working 

hard to improve security, they will probably 

avoid huge penalties.

5. Are there any other consequences on top 

of the fines?
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Research indicates that failure to report data 

breaches in a timely manner is often due to in- Company pays off hackers to 
hide the theft of 57 million user 
records.

Case studies: Three 
recent data breach 
notification failures

sufficient security controls and improper man-

agement decisions. C-level executives choose 

to conceal the breach to avoid heavy fines and 

reputational damage, neglecting the interests 

of the people who entrusted sensitive data to 

them and deserve to be notified if that data is 

compromised. The GDPR codifies and extends 

the rights of data subjects, so it will force these 

executives to rethink their response or face 

harsher consequences.

Here are three stories of companies that failed 

to ensure security of their clients’ data and 

promptly notify relevant parties about data 

breaches. In all three cases, organizations 

knew about security incidents long before they 

decided to report them — making a bad situ-

ation even worse. Once the GDPR is in force, 

similar behavior could easily result in a fine of 

10 million euros.

What happened?

In October 2016, hackers stole the personal 

data of 57 million Uber customers and drivers. 

The company’s CEO, Travis Kalanick, learned 

about the breach in November 2016, a month 

after a breach happened — but the company 

failed to disclose the breach until a year later. 

Moreover, the company actually paid the hack-

ers $100,000 to delete the data and keep the 

breach quiet. Uber said it believes the informa-

tion was never used but declined to disclose 

the identities of the attackers.

What data was stolen?

Compromised data included names, email ad-

dresses, phone numbers and other personal 

data of 57 million Uber passengers and drivers 

worldwide.

Uber’s security officer, Joe Sullivan, was fired. 

Kalanick was forced out in June 2017, although 

he remains a board member. Uber is still under 

investigation in several countries (including the 

U.S., the UK and Italy), and faces multiple law-

suits from customers and drivers around the 

world. The final amount of fines for compliance 

violations has not yet been determined.

What was the result of the data breach?

The largest hack in history went 
unreported for three years.

What happened?

In September 2016, Yahoo revealed that a cy-

ber attack had compromised 500 million of 

its user accounts. Then in December 2016, it 

admitted that an earlier data breach had af-

fected 1 billion users, a number that was later 

revised to 3 billion — or every single Yahoo 

account that existed at the time.

That’s bad enough, but it gets worse. The first 

compromise took place in late 2014, and the 

second was even earlier, in August 2013 — yet 

neither was reported until late 2016. It’s not 

clear exactly when Yahoo learned about the 

breaches, but it seems likely that Yahoo ex-

ecutives knew about them long before they 

decided to disclose them.

What data was stolen?

User names, email addresses, telephone 

numbers, dates of birth, hashed passwords, 

and (in some cases) encrypted or unencrypt-

ed security questions and answers.

What was the result of the data breach?

Yahoo was roundly criticized by members of 

the U.S. government and security experts for its 

late disclosure of the breaches and overall lax 

attitude towards security. Both the U.S. Securi-

ties and Exchange Commission and Congress 

are still conducting investigations. Yahoo was 

also hit with over 40 consumer class-action 

lawsuits. Finally, the breaches impacted Veri-

zon’s acquisition of Yahoo in 2017: The original 

price of $4.83 billion was renegotiated down 

by $350 million and the deal was delayed by 

several months.
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ed security questions and answers.
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Privilege 
Abuse: 
Threat Alert

eBay: Data breach notification 
goes very, very wrong.

What happened?

As these examples illustrate, data breach notifi-

cations need to be handled properly, especially 

once the GDPR comes into force. You need con-

trol over what’s going on with your data, as well as 

a clear and tested plan for responding to a breach.

IT infrastructures have become more complicat-

ed, so it is more difficult than ever to track data 

flows and guarantee that sensitive files are not 

overexposed. To be able to quickly detect data 

breaches and report them promptly as required 

by the GDPR, you need a clear understanding of 

what users are doing in the IT environment. Fur-

thermore, knowing where your sensitive data re-

sides and who has access to it will help you deter-

mine the scope of a breach and exactly which files 

might have been compromised.

In early 2014, hackers compromised the login 

credentials of eBay employees and used them 

to copy a database containing the records of 

145 million users. Not only did it take the com-

pany a few months to discover the breach, but 

they waited two additional weeks to notify af-

fected customers — many of whom had already 

learned about the breach from the news.

Moreover, when eBay finally posted a notifica-

tion about the breach, they didn’t put it on their 

official website; instead, they first published it 

on a small corporate website, www.ebayinc.

com. Then the company posted an unclear 

statement on PayPal’s site, which didn’t explain 

the situation and confused users, who thought 

their PayPal accounts might be also affected.

What data was stolen?

User names, home addresses, phone numbers, 

birth dates, email addresses and encrypted 

passwords.

The fact that hackers could easily access the 

personal data of eBay clients negatively impact-

ed the company’s image and public relations. 

eBay faced a class action lawsuit, which was 

dismissed in 2015 due to lack of evidence of 

economic damage for customers. In June 2014, 

eBay’s CEO, John Donahoe, confirmed that 

eBay’s stock dropped by roughly 20% as a re-

sult of the data breach and shakeup of PayPal’s 

top management.

What was the result of the data breach?

Cyber Security expert, author, trainer

GDPR Fines: 
What Should 
You Expect?
Tom Joos

http://www.ebayinc.com
http://www.ebayinc.com
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GDPR is a global standard that gives data pro-

tection authorities more enforcement power 

than they had under the previous Data Pro-

tection Directive 95/46/EC (DPD), as well 

as the power to levy more substantial fines. 

While DPD did not specify the exact amount 

of administrative fines for compliance viola-

tions, the maximum fines for violations of the 

GDPR can reach €20 million or 4% of the or-

ganization’s global annual turnover from the 

preceding financial year. These penalties are 

substantially higher than those for any other 

current standard (e.g., HIPAA, GLBA or SOX).

Even before May 25, 2018, some organiza-

tions faced problems due to their inability to 

demonstrate compliance with the standard. 

Recent examples include Flybe and Honda, 

which were fined by Information Commis-

sioner’s Office for breaking the rules regard-

ing marketing emails. Both companies tried 

to comply with the GDPR and get customers’ 

consent in advance by sending emails to ask 

whether people want to receive marketing 

information from them, but in doing so, they 

violated the UK’s Privacy and Electronic Com-

munication Regulations (PECR), which forbids 

such emails without the right consent be-

cause they are considered to be marketing 

materials.

In this article, I give answers to the most com-

mon questions about GDPR penalties to help 

you get more familiar with how fines are de-

termined and which requirements impose the 

biggest penalties.

At this level, organizations face penalties of up 

to 10 million euros, or 2% of their global an-

nual turnover for the preceding financial year. 

Level one applies to violations of the following 

requirements:

How are fines 
determined?

How are fines 
determined?

According to Article 83 of the GDPR, 

Supervisory Authorities (SAs) or any 

independent public authorities responsible 

for protecting rights of natural persons have 

the right to issue fines to any organization 

that fails to prove its GDPR compliance. These 

fines have to be “effective, proportionate and 

dissuasive.” There are several criteria that 

help SAs determine whether an organization 

has to pay a fine or not, and how big this fine 

must be:

Article 83 also describes two levels of fines 

that organizations can face if they fail to 

Nature of infringement — The number 

of people affected and the damage they 

suffered; the nature, gravity and duration of 

the infringement; and the purpose of data 

processing

Preventative measures — The degree of 

responsibility by the controller and processor, 

as well as what technical and organizational 

measures the organization took to prevent 

non-compliance

History — Any relevant prior infringements 

by the controller or processor

Cooperation — How willing the company has 

been to cooperate with the SA to remedy the 

infringement and mitigate its potential effects

Data type — What categories of personal 

data the infringement affects Obligations of the Controller and the Pro-

cessor — One of the largest sections of the 

GDPR is devoted to the responsibilities of 

data controllers and processors for prop-

er data processing and protection. This in-

cludes data protection by design and by de-

fault (Article 25), rules related to the security 

of processing (Article 32), and timely notifi-

cation of a data breach to the SAs (Article 

33) and data subjects (Article 34). Also, both 

controllers and processors are required to 

carry out data protection impact assess-

ments (Article 35) to identify and mitigate 

security risks related to data processing.

Data breach notification (Articles 33-34) — 

Article 33 of the GDPR requires data control-

lers to notify supervisory authorities in case 

of a personal data breach, without undue de-

lay and within 72 hours after having become 

aware of the personal data breach, unless 

Notification — Whether controller or proces-

sor reported the infringement proactively

Certification — Whether the firm had earned 

certifications or adhered to approved codes 

of conduct

Other — Other aggravating or mitigating factors 

applicable to the circumstances of the case, 

e.g., financial benefits gained or losses avoided

Intention — Whether the infringement was 

intentional or negligent

Mitigation — What actions were taken by 

the data controller or processor to mitigate 

damage to data subjects

prove compliance with the GDPR. The levels 

are based primarily on which requirement 

was violated.

Level One
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Level One
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the breach is unlikely to put the rights and free-

doms of natural persons at risk. Article 34 cov-

ers the notification of personal data breaches 

to data subjects and specifies the details that 

organizations have to provide (including the na-

ture of the breach, a contact point and the likely 

consequences).

Obligations of the monitoring body (Ar-

ticle 41) — Article 41 covers monitoring of 

approved codes of conduct that should be 

carried out by a body that has relevant ex-

pertise and that is accredited for that pur-

pose by a competent supervisory authority.

Obligations of the certification body (Arti-

cles 42 and 43) — According to Article 42, 

member states and supervisory authorities 

shall encourage the establishment of data 

protection certification mechanisms to help 

data controllers and processors demon-

strate compliance with the GDPR. Certifica-

tions can be issued by either an accredited 

certification body or the European Data Pro-

tection Board. Article 43 says that accredita-

tion is available to a certification body only 

under certain circumstances, e.g., if the body 

demonstrates certain independence and ex-

pertise, or establishes procedures to handle 

complaints about infringements.

 At this higher tier, fines are assessed for more 

serious infringements by controllers and pro-

cessors, such as violation of a data subject’s 

rights or conditions of consent. Fines at this 

level are 20 million euros or 4% of the com-

pany’s global annual turnover for the pre-

ceding financial year. Level two includes viola-

tions of the following provisions of the GDPR:

Basic principles for processing of data — 

This includes general rules for data process-

ing (Article 5), lawfulness of processing (Ar-

ticle 6), conditions for consent (Article 7 and 

8) and the processing of special categories 

of sensitive data (Articles 9–11).

Data subjects’ rights (Articles 12–22) — 

The articles define multiple rights of data 

subjects that significantly affect the way or-

ganizations can store and process personal 

data. Examples include the right to confirm 

whether personal data is being processed 

(Article 15), the right to rectify inaccurate 

personal data (Article 16), the right to be 

forgotten (Article 17), the right to restriction 

of processing (Article 18), the right to easily 

transmit data to other controllers (Article 20) 

and the right to object to data processing ac-

tivities (Article 21).

Transfers of personal data (Articles 44–50) 

— Chapter 5 governs data transfers to third 

countries or international organizations. This 

includes the general principles of data trans-

fers (Article 44), transfers or disclosures not 

authorized by EU law (Article 48), and rules 

about international cooperation for the pro-

tection of personal data (Article 50).

Orders from supervisory authorities — 

Finally, organizations can face level two 

fines if they fail to comply with an order by a 

Supervisory Authority to limit or suspend the 

processing of data (Article 58).

Level Two

How are fines 
determined?
Similar to the DPD, the GDPR allows data 

subjects to seek monetary damages in 

court from controllers and processors who 

violate their rights. This includes cases when 

organizations are liable for a data breach, 

violate the processor-specific provisions of 

the GDPR, or act outside a controller’s lawful 

instruction (Articles 79 and 82).

Apart from imposing fines, supervisory 

authorities have other corrective powers 

in case of non-compliance, which include 

issuing warnings and reprimands, and — in 

extreme cases — banning the organization 

from processing personal data (Article 58). 

Therefore, organizations need to ensure that 

they have effective policies and procedures 

in place to ensure explicit consent, identify 

and report breaches, and comply with other 

GDPR provisions. It’s wise to start by paying 

attention to the areas that impose the highest 

penalties, by following basic rules for proper 

data processing and making sure that they do 

not violate the rights of data subjects.
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Key Lessons 
Learned from 
Data Breaches 
Caused by 
Privilege Abuse

A Guide to GDPR Penalties

Article 83
describes two levels o es that organizations can face if they fail to prove compliance with the GDPR. 

The levels are based primarily on which requirement was violated.

or 2% of  global annual turnover for the preceding nancial year

10 000000
or 4% of  global annual turnover for the preceding nancial year

20 000000

Obligations of the Controller and the Processor 
(Articles 25, 32, 33, 34, 35) 

 
(Articles 33 and 34)

Obligations of the monitoring body 
(Article 41)

 
(Articles 42 and 43)

Basic principles for processing of data
(Articles 5, 6, 7, 8, 9, 10, 11) 

Data subjects’ rights
(Articles 12–22)

Transfers of personal data 
(Articles 44–50)

Orders from supervisory authorities 
(Article 58)
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Matt Middleton-Leal

General Manager EMEA at Netwrix

GDPR and ISO 
27001 Mapping: 
Is ISO 27001 
Enough for GDPR 
Compliance?

GDPR is a compliance standard that aims to 

strengthen data protection; it applies to all or-

ganizations — inside or outside the EU — that 

store or process the personal data of EU resi-

1. Broader scope of data that requires protection

GDPR protects a large set of data, including not 

only personal information like names, IDs and 

Social Security numbers, but also medical data, 

biometric data, political opinions and more (Ar-

ticles 5–11).

2. Explicit consent required for use of data

Article 6 of the GDPR requires organizations to 

get explicit consent for the collection and use of 

individuals’ data. To fulfill this requirement, organi-

zations need to preserve documented evidence 

that consent was given and prove that all requests 

for consent are clear and concise.

3. Extended rights of data subjects

Chapter 3 provides a long list of rules to help in-

dividuals gain better control over their data. EU 

residents will have the right to obtain information 

about whether their personal data is being pro-

cessed (Article 15), easily transfer their data be-

tween service providers (Article 20) and object 

to the processing of their data (Article 21). One 

of the most significant GDPR requirements is the 

“right to be forgotten” (Article 17), which empow-

GDPR and ISO 27001 are two significant com-

pliance standards that have a lot in common. 

Both of them aim to strengthen data security 

and mitigate the risk of data breaches, and both 

of them require organizations to ensure the 

confidentiality, integrity and availability of sensi-

tive data. ISO 27001 is one of the most detailed 

best–practice standards, and in fact, Article 24 

of the GDPR specifies that adherence to codes 

of conduct and approved certifications, like ISO 

27001, can be used as an element of demon-

strating compliance. No wonder that I often hear 

questions like, “Am I fully compliant with GDPR if 

I am already certified to ISO 27001?”

However, the GPDR has far broader scope and 

more fundamental understanding of data secu-

rity and privacy. In this article, I am going to an-

swer several frequently asked questions about 

ISO 27001 and GDPR, so you could better under-

stand the similarities and differences between 

these standards, and decide how you could use 

ISO 27001 framework to pass GDPR audits.

What is the GDPR?

dents. The GDPR broadens the rights of individ-

uals with respect to their personal data, man-

dates new approaches (e.g., data protection by 

design and by default) and involves large penal-

ties for violations. 

The most critical requirements of GDPR include:
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ers individuals to force companies to erase their 

data from all systems. The GDPR is arguably the 

only compliance standard that puts power into 

the hands of consumers and puts their interests 

above the interests of organizations, and compa-

nies that are preparing for the GDPR already see 

the difference:

Unfortunately, American laws do not seem 

to care as much about citizen’s data as 

that of European laws. Citizens here do 

not have the option to, effectively, say 

‘Give me my data and erase it.’ The GDPR 

aims to protect citizens, to give them full 

transparency into which organizations 

process their sensitive information, how 

they process it, and what exactly they 

have. It gives citizens that ‘full scope’ 

option as well as allowing them to request 

a purge of their data under certain 

guidelines.  For now, American laws are 

vastly behind the times when it comes to 

protecting its citizens as ‘data subjects’.  

Kyle Reyes, Infrastructure Systems Administrator, 
Midland Information Resources

4. Huge fines for non-compliance

Fines for compliance failures are 2–4% of the 

company’s annual worldwide turnover or €10-

20 million, whichever is higher. The most seri-

5. Strict data breach notification rules

According to Article 33, data controllers have 

to report data breaches to supervisory author-

ities within 72 hours of discovery. If a company 

fails to do so, it has to provide valid reasons for 

the delay. This is significantly less time than re-

quired by any U.S. compliance standard (such 

as HIPAA or SOX).

1. Asset management

Organizations are required to achieve and main-

tain appropriate protection of organizational 

assets, which means that they need to identify 

their assets and document rules for the accept-

able use of information (Controls A.8). Further-

more, all the information must be classified in 

terms of its value, legal requirements, sensitivity 

and criticality to the organization.

4. Information security incident management

The A.16 control family outlines the rules for re-

porting IT security events and weaknesses, man-

aging IT security incidents, and improving these 

processes. Organizations have to ensure that se-

curity incidents are communicated in a manner 

that allows for a timely and effective response.

5. Human resource security

The A.7 control family requires organizations 

to ensure that employees and contractors are 

aware of and fulfill their information security 

responsibilities. Organizations need to provide 

staff members with awareness training and take 

formal disciplinary action against employees 

who commit an information security breach.

6. Business continuity

This set of controls (A.17) outlines information 

security aspects of business continuity manage-

ment. Organizations need to determine the re-

quirements for continuity of information security 

management in adverse situations, document 

and maintain security controls to ensure the re-

quired level of continuity, and verify these con-

trols regularly.

2. Operational security

This large set of controls outlines basic opera-

tional procedures and responsibilities, such as 

separation of development, testing and opera-

tional environments; change management; and 

documenting the operating procedures (A.12).

3. Access control

This family of controls (A.9) provides guidelines 

for controlling the use of data within the orga-

nization and preventing unauthorized access 

to operating systems, networked services, in-

formation processing facilities and so on. This 

involves rules for user access management, 

ous violations include accidental destruction, 

loss, change or transmission of personal data, 

as well as failure to demonstrate explicit con-

sent for data processing (Articles 83–84).

ISO 27001 (formally known as ISO/IEC 

27001:2013) is an international information se-

curity standard that provides requirements for 

implementing, maintaining and improving an in-

formation security management system (ISMS). 

An ISMS is a framework of policies and pro-

cedures that includes the legal, technical and 

physical controls involved in a company’s IT 

risk management processes. Factors that affect 

ISMS implementation include the organization’s 

objectives, security requirements, size and 

structure.

Following ISO 27001 best practices helps orga-

What is ISO 27001?

nizations tackle security risks, protect sensitive 

data, and identify the scope and limitations of 

their security programs. The standard applies 

to a wide range of organizations, like business-

es, government groups, academic institutions 

and nonprofits.

The most critical requirements of ISO 27001 

include:

management of privileged access rights, user 

responsibilities, and system and application ac-

cess control.
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ers individuals to force companies to erase their 
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the hands of consumers and puts their interests 

above the interests of organizations, and compa-

nies that are preparing for the GDPR already see 

the difference:

Unfortunately, American laws do not seem 

to care as much about citizen’s data as 

that of European laws. Citizens here do 

not have the option to, effectively, say 

‘Give me my data and erase it.’ The GDPR 

aims to protect citizens, to give them full 

transparency into which organizations 

process their sensitive information, how 

they process it, and what exactly they 

have. It gives citizens that ‘full scope’ 

option as well as allowing them to request 

a purge of their data under certain 

guidelines.  For now, American laws are 

vastly behind the times when it comes to 

protecting its citizens as ‘data subjects’.  

Kyle Reyes, Infrastructure Systems Administrator, 
Midland Information Resources

4. Huge fines for non-compliance

Fines for compliance failures are 2–4% of the 

company’s annual worldwide turnover or €10-

20 million, whichever is higher. The most seri-

5. Strict data breach notification rules

According to Article 33, data controllers have 

to report data breaches to supervisory author-

ities within 72 hours of discovery. If a company 

fails to do so, it has to provide valid reasons for 

the delay. This is significantly less time than re-

quired by any U.S. compliance standard (such 

as HIPAA or SOX).

1. Asset management

Organizations are required to achieve and main-

tain appropriate protection of organizational 

assets, which means that they need to identify 

their assets and document rules for the accept-

able use of information (Controls A.8). Further-

more, all the information must be classified in 

terms of its value, legal requirements, sensitivity 

and criticality to the organization.

4. Information security incident management

The A.16 control family outlines the rules for re-

porting IT security events and weaknesses, man-

aging IT security incidents, and improving these 

processes. Organizations have to ensure that se-

curity incidents are communicated in a manner 

that allows for a timely and effective response.

5. Human resource security

The A.7 control family requires organizations 

to ensure that employees and contractors are 

aware of and fulfill their information security 

responsibilities. Organizations need to provide 

staff members with awareness training and take 

formal disciplinary action against employees 

who commit an information security breach.

6. Business continuity

This set of controls (A.17) outlines information 

security aspects of business continuity manage-

ment. Organizations need to determine the re-

quirements for continuity of information security 

management in adverse situations, document 

and maintain security controls to ensure the re-

quired level of continuity, and verify these con-

trols regularly.

2. Operational security

This large set of controls outlines basic opera-

tional procedures and responsibilities, such as 

separation of development, testing and opera-

tional environments; change management; and 

documenting the operating procedures (A.12).

3. Access control

This family of controls (A.9) provides guidelines 

for controlling the use of data within the orga-

nization and preventing unauthorized access 

to operating systems, networked services, in-

formation processing facilities and so on. This 

involves rules for user access management, 

ous violations include accidental destruction, 

loss, change or transmission of personal data, 

as well as failure to demonstrate explicit con-

sent for data processing (Articles 83–84).

ISO 27001 (formally known as ISO/IEC 

27001:2013) is an international information se-

curity standard that provides requirements for 

implementing, maintaining and improving an in-

formation security management system (ISMS). 

An ISMS is a framework of policies and pro-

cedures that includes the legal, technical and 

physical controls involved in a company’s IT 

risk management processes. Factors that affect 

ISMS implementation include the organization’s 

objectives, security requirements, size and 

structure.

Following ISO 27001 best practices helps orga-

What is ISO 27001?

nizations tackle security risks, protect sensitive 

data, and identify the scope and limitations of 

their security programs. The standard applies 

to a wide range of organizations, like business-

es, government groups, academic institutions 

and nonprofits.

The most critical requirements of ISO 27001 

include:

management of privileged access rights, user 

responsibilities, and system and application ac-

cess control.



44 45

There are many areas where ISO 27001 and the 

GDPR overlap. Most of them are related to in-

formation security: ISO 27001 specifies similar 

rules for data protection as those outlined in 

GDPR articles 5, 24, 25, 28, 30 and 32. Here are 

just a few points that match in both standards:

Mapping ISO 
27001 to the GDPR: 
What are the 
similarities?

Data confidentiality, availability and integrity  

Article 5 of the GPDR specifies general prin-

ciples for data processing, such as protection 

against “unauthorized or unlawful process-

ing, accidental loss, destruction or damage.” 

More detailed guidelines are given in Article 

32, which specifies that organizations are re-

quired to implement, operate and maintain 

appropriate technical and organizational 

measures to ensure data security, such as 

encryption, resilience of processing systems 

and services, the ability to restore the avail-

ability of personal data in a timely manner, 

and more.

Similarly, multiple controls in ISO 27001 are 

aimed at helping organizations ensure data 

Risk assessment

Both ISO 27001 and the GDPR require a risk-

based approach to data security. Article 35 of 

the GDPR requires companies to perform data 

protection impact assessments to assess and 

identify risks to individuals’ data. These as-

sessments are mandatory before undertaking 

high-risk processing, such as systematic moni-

toring of extremely sensitive data.

ISO 27001 also advises organizations to 

conduct a thorough risk assessment to iden-

tify threats and vulnerabilities that might af-

fect their assets (Clause 6.1.2), and to select 

appropriate information security measures 

based on the results of that risk assessment 

(Clause 6.1.3).

Vendor management

Clause 8 of ISO 27001 requires organizations 

to identify which processing actions are out-

sourced and ensure that they are able to keep 

Breach notification

According to Articles 33–34 of the GDPR, 

companies have to notify authorities with-

in 72 hours after discovery of a breach of 

personal data. Data subjects also have to 

be notified without undue delay, but only if 

the data poses a “high risk to data subjects’ 

rights and freedom.”

Clause A.16 of ISO 27001, which addresses in-

formation security incident management con-

trols, does not specify an exact timeframe for 

data breach notification, but it does say that 

organizations have to report security incidents 

promptly and communicate these events in a 

manner that enables “timely corrective action 

to be taken.”

Record keeping

Article 30 of the GDPR requires organizations 

to maintain records of their processing activi-

ties, including the categories of data, the pur-

pose of processing, and a general description 

of the relevant technical and organizational 

security measures.

Similarly, ISO 27001 says that organizations 

must document their security processes, as 

well as the results of their security risk assess-

ments and risk treatment (Clause 8). Accord-

ing to Control A.8, information assets must be 

inventoried and classified, asset owners must 

be assigned and procedures for acceptable 

data use must be defined.
Data protection by design and by default

Article 25 of the GDPR says that companies 

need to implement technical and organiza-

tional measures during the design stage of all 

projects so they can ensure data privacy right 

from the start (“data protection by design”). 

confidentiality, availability and integrity. Starting 

from Clause 4, ISO 27001 requires organiza-

tions to identify internal and external issues that 

might impact their security programs. Clause 6 

requires them to determine their IT security ob-

jectives and create a security program that will 

help them achieve those goals. Clause 8 sets 

standards for the continued maintenance of the 

security program and requires organizations 

to document their security program to demon-

strate regulatory compliance.

those actions under control. Clause A.15 provides 

specific guidance on supplier relationships and 

requires organizations to monitor and review sup-

plier service delivery.

Similar issues are covered in Article 28 of the 

GDPR, which requires data controllers to secure 

contractual terms and assurances from proces-

sors, creating a “data processing agreement.”

Moreover, organizations should protect data pri-

vacy by default and ensure that only information 

that is necessary for each specific purpose of the 

processing is used (“data protection by default”).

In ISO 27001, similar requirements are outlined in 

Clauses 4 and 6. Clause 4 requires organizations 

to understand the scope and context of data that 

they collect and process, while Clause 6 recom-

mends they perform regular security risk assess-

ments to ensure the effectiveness of their security 

management program.
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As you can see, certification with ISO 27001 can 

simplify the process of achieving GDPR com-

pliance. However, there are several differenc-

es between these standards. GDPR is a global 

standard that provides a strategic vision of how 

organizations need to ensure data privacy. ISO 

27001 is a set of best practices with a narrow 

focus on information security; it provides practi-

cal advice on how to protect information and re-

duce cyber threats. Unlike the GDPR, it does not 

directly cover the following issues associated 

with data privacy, which are outlined in Chapter 

3 of the GDPR (Data Subject Rights):

The GDPR requires organizations to put more ef-

fort into obtaining explicit consent for data collec-

tion and ensuring that all data is processed law-

fully. However, it lacks technical details on how to 

maintain an appropriate level of data security or 

mitigate threats. In this regard, ISO 27001 comes 

in handy: It provides practical on how to develop 

clear, comprehensive policies to minimize securi-

ty risks that might lead to security incidents.

Does compliance 
with ISO 27001 
guarantee GDPR 
compliance?

Consent — Data controllers have to prove that 

data subjects have agreed to the processing 

their personal data (Articles 7 and 8). The re-

quest for consent must be given in an easily 

accessible form, with the purpose for data pro-

cessing attached. Data subjects also have the 

right to withdraw their consent at any time.

The right to be forgotten — Individuals have the 

right to have their personal data erased or stop 

further dissemination of it without delay (Article 17).

Right to object — Data subjects have the 

right to object to data processing for direct 

marketing, performance of legal tasks, or re-

search purposes and statistics (Article 21).

The right to restriction of processing — 

Individuals have the right to limit the way an or-

ganization uses their personal data if the data 

has been unlawfully processed or the individu-

al contests the accuracy of the data (Article 18).

International transfers of personal data — 

Organizations have to ensure that interna-

tional data transfers are carried out in accor-

dance with rules approved by the European 

Commission (Article 46).

Data portability — Individuals have the right 

to obtain and reuse their personal data for 

their own purposes across different services, 

as well as transmit that data to another controller 

without hindrance to usability (Article 20).
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