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Weighing the impact of GDPR and how the historic legislation has shaped

privacy protection measures in the U.S., so far.

Apple CEO Tim Cook publicly entered the data privacy fray earlier this month, praising the

European Union’s General Data Protection Regulation (GDPR). At the International Conference of

Data Protection and Privacy Commissioners Conference (ICDPPC), Cook advocated for GDPR

rules to have a far-reaching impact on privacy beyond the European Union and even here in the

United States.

“In many jurisdictions, regulators are asking tough questions. It is time for the rest of the world,

including my home country, to follow your lead,” he said.

In the lead up to the passage of GDPR, Facebook, Google and Microsoft publicly expressed

similar pro-privacy positions; and with good reason. U.S. companies doing business in Europe

can’t hide from GDPR rules and could face enormous fines for non-compliance – up to 4

percent of global annual turnover. Privacy advocates hoped that would encourage U.S. firms to

tighten their own domestic privacy rules beyond the inconsistent and sometimes weak state and

federal data privacy laws.

It makes sense to implement privacy rules globally, rather than to adopt a patchwork of privacy

rules for each country, critics had also argued. Initially, that seemed to be the case. In May,

Microsoft said its GDPR protections would be extended to all its customers, not just those in EU

countries.

So, roughly 150 days after the passage of one of the most significant data privacy laws ever, how

has it impacted U.S. companies’ privacy efforts? The reality is, not so much.

“There is a general lack of agreement about what exactly GDPR compliance is,” said Graham

Dufault, senior director for public policy, at ACT | The App Association. “In the U.S., chief

corporate counsels are unsure if their newly rewritten privacy policies are GDPR-compliant.”

GDPR Gridlock

The lack of clarity around GDPR compliance has been compared to the Health Insurance

Portability and Accountability Act (HIPAA), enacted in 1996.  HIPAA data privacy and security

guidelines are broad and do not specify solutions that must be in place to secure data. GDPR

suffers similarly; with open-ended language and definitions regarding how companies have to

comply with the law that leaves GDPR open to interpretation.

“GDPR includes a strong data security requirement and designates cybersecurity activity as a

legitimate use of personal information. However, GDPR also has challenges because its standards
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are not always clear enough for businesses to act with certainty,” said Harley Geiger, director of

public policy, Rapid7.

For example, GDPR states the companies must provide a “reasonable” level of protection for

personal data. However, there isn’t a clear definition of what constitutes “reasonable” protection.

This provides both GDPR enforcement bodies (called Data Protection Authorities) and companies

significant leeway on how they approach and enforce compliance.

With the lack of detail, firms can approach the GDPR-compliance efforts from a myriad of

directions. This confusion over what is and isn’t compliant is further exacerbated by a failure on

the part of tech companies to protect data responsibly even after GDPR rules were enforceable,

post May 25.

In an experiment conducted by the European University Institute (EUI), researchers ran the

privacy policies of the largest multinationals through an artificial intelligence program called

“Claudette”. Included was Apple, Amazon, Microsoft, Facebook and other tech firms. The

program was specifically tuned to check for GDPR privacy-policy compliance.

The results, published in July of 2018, showed that of the 14 GDPR policies tested, all failed to be

compliant.  This was due, in part, to company policies being unclear how user information was

stored and accessed by third parties and to policies that “…are formulated using vague and

unclear language, which makes it very hard for consumers to understand the actual content of

the policy and how their data is used in practice.”

In July, both Google and Facebook commented on the EUI study, stating they are continually

updating their privacy policies to be in line with GDPR requirements.

GDPR Impact: US Private Sector  

This GDPR-compliance ambiguity is fostering a lack of urgency in U.S. companies. From small

business to large firms, companies are finding it hard enough to adhere to their current security

posture and U.S. regulatory requirements. The exceptions are firms who have historically had

robust risk and compliance practices (Fortune 50), or companies whose operations are data-

centric and handle EU citizen data. In general, companies have weighed the cost of compliance

with the potential for realizing a fine, and have so far taken a wait-and-see approach.

“We’ve seen this in the past with Sarbanes Oxley or HIPAA,” says Loretta Mahon Smith, President,

and CEO, DAMA International. “Until there is accountability for corporate officers, companies will

lag behind in GDPR compliance.” Sarbanes-Oxley holds corporate officers individually

responsible for the accuracy and completeness of corporate financial reports. GDPR opens the

door for personal criminal liability for corporate board members, but this penalty has yet to be

exercised.
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GDPR has raised the profile of cybersecurity and data privacy within the C-suite. CIOs and CISOs

have used the threat of GDPR non-compliance to accelerate the procurement of technical risk

controls. It has also provided more appetite for funding risk-management initiatives and privacy

policy reviews. As in the past with HIPAA or Sarbanes-Oxley, there will be multiple spikes in C-

Suite interest that will coincide with GDPR enforcement hitting U.S. companies.

To that end, it appears GDPR’s impact on compliance spending far exceeds actual new privacy

protection among U.S. companies, so far. Fortune 500 firms have spent over $8 billion in their

compliance efforts in the run-up to May 25, 2018, according to an estimate by the International

Association of Privacy Professionals and Ernst & Young.

Making matters worse, said ACT’s Dufault, is “GDPR initiatives have also been accused of adding

mud to the water by diverting resources that would be better spent on more direct security

solutions.”

GDPR Impact: US Public Sector

At the U.S. state government level, some politicians view GDPR as a wake-up call to take

aggressive action to protect consumer data privacy. For example, California was influenced by

GDPR when Governor Jerry Brown proposed and passed the California Consumer Privacy Act

(CCPA).

Both CCPA and GDPR share very similar frameworks. CCPA gives California residents certain

rights on how their personal data can be stored, accessed, sold and deleted. Each is on par with

GDPR rules.

However, there are a few differences, the most significant being that GDPR requires users to opt-

in for personal data collection, while the CCPA offers CA residents an opt-out mechanism for

having their data collected. In other words, the CCPA allows websites to initially collect your

information when users sign up, while the GDPR requires a user’s consent explicitly before

gathering any information.

The CCPA is scheduled to go into effect on January 1, 2020.

Eleven other states are following suit with newly passed data protection and breach notification

laws for 2018, energized by GDPR and CCPA. In July of 2018, Senator Mark Warner released a

position paper on the subject. The document contained statements that the “U.S. could adopt

rules mirroring GDPR, with key features like data portability, the right to be forgotten, 72-hour

data breach notification, first-party consent, and other major data protections.”

GDPR Impact: EU









In Europe, where GDPR became law as of May 25, there have been enormous compliance

efforts, followed by a bevy of lawsuits that could potentially cost companies such as Google and

Facebook billions of euros. The jury is still out whether GDPR has made the type of big changes

to user privacy its most enthusiastic supporters promised. It has raised security awareness but

right now Data Protection Authorities are overwhelmed with complaints, and there is significant

confusion around the law.

In this sense, GDPR can be again compared to HIPAA. Some argue HIPAA has hurt many people

since doctors are now reluctant to share any patient data with other healthcare providers.

As of October, only a few companies are facing GDPR fines.  The Canadian data analytics

company AggregateIQ, which has been tied to the Cambridge Analytica scandal, is the first. The

UK Information Commissioner’s Office (ICO) issued a GDPR notice in September, saying that the

company had 30 days to comply, appeal or potentially face a fine of up to 20 million euros.

Also facing GDPR fines is Barreiro Hospital in Portugal. The Portuguese Data Protection Authority

found the hospital granted inappropriate access to patient records. The hospital is currently

appealing a 400,000 euro fine.

GDPR: Next 150 Days

So what does the next 150 days hold for GDPR? We will continue to see European Union GDPR

enforcers overwhelmed with EU citizens lodging complaints and requests. In the case of

AggregateIQ and others, fines will officially be levied after appeals and remediation are

exhausted.

In the U.S., data privacy and security concerns will continue to gain traction at the state level.

Many of those efforts, like CCPA, will be modeled in part by GDPR, say experts.

“Security and privacy issues are growing in severity, undermining trust in technology and

prompting real-world consequences. A patchwork of privacy and security regulations has arisen,

but this offers consumers spotty protection, and the legal complexity creates barriers to

compliance for businesses with limited resources. It is time for Congress to step in,” said Geiger.

Meanwhile, it appears the Big Five tech firms are stepping up to the plate regarding data privacy

and security in response to high-profile data breaches, consumer distrust and state government

legislation.

In September, Google released its Framework for Responsible Data Protection Regulation. The

framework was released ahead of the company’s disclosure of a breach of 500,000 Google+

accounts that may have leaked private user data to hundreds of third-party sites. The framework
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covers how the company will collect and use the personal data it collects. It also outlines how

individuals can control and delete the information gathered by the information giant.

Still, in a move seen as an attempt to skirt GDPR rules, in April Facebook shifted the responsibility

of managing 1.5 billion user accounts located outside the U.S., Canada and the EU from its

international headquarters in Ireland to its U.S. offices.

Last month, in a thinly veiled critique of his rivals, Apple’s Cook decried what he called the “data

industrial complex” at the ICDPPC event. “Our own information, from the everyday to the deeply

personal, is being weaponized against us with military efficiency.”

However, in May Apple introduced new data and privacy tools for its European customers. The

tools allowed EU Apple customers to download the data that Apple has collected about them

and the devices they own. But, here in the US, Apple has only promised to broaden the availability

of the tools.
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